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* Upper and lower bounds for SCORE

* What is an accurate model? TN\ / S 2\ < TN/ 5\
iy R < Ritadry (0) — C7] < RSCORE(H) < Ritadry (0) + C_ma

An accurate model has low standard error: I o
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data distribution = model distribution . Upper bound: without estimating V. log pq(y|x)

Optimal solution: Pg- (y‘x) _ pd(y|$) — S e Lower bound: indicates overfitting phenomena
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Training process m—f- 027 : O ~ 0124 7 GEIS T : KL
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60,000 training pairs, mimics the expectation form 016 | —Réone®| | = R onz(0)
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A robust model has low robust error: 05 o] o] Madry (/)
(Madry et al. ICLR 2018) od] od] od] (local invariance) 006 : Distance-based ~ °*" “jRuwan@~001 Kl-based
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Madry = Ep,(z) | max KL (pa(ylz)||pe(ylz")) | = o S S .
y p d ( ) , 6 B (w) 500 steps (converged) 500 steps (converged) 500 steps (converged) RS C O RE (9 ) Dataset Method Architecture DDPM Batch Epoch Clean AutoAttack
— (e u iva ri a n ce) Rice et al. (2020) WRN-34-20 X 128 200 85.34 53.42
« o . o . « o Zhang et al. (2020) WRN-34-10 X 128 120 84.52 53.51
Opbtimal solution: p . (y | ZE‘) # D (y | I‘) 6 training pairs, mimics the finite-sample form q eyl st A B G
p * 9 d Wau et al. (2020) WRN-34-10 X 128 200 85.36 56.17
Gowal et al. (2020) WRN-70-16 X 512 200 85.29 57.14
CIFARSL0 Rebulffi et al. (2021)1 WRN-28-10 1M 1024 800 85.97 60.73

oo, €= 8/255) +Ours (KL — SE, f=3) WRN-2810 IM 512 400 8861 6104

. * How to practically optimize SCORE? SomEoSEA=6 bR a0 mh o
¢ Se|f—COnSIStent RObUSt ErrOr (SCORE) +Ours KL — SE, =3) WRN-70-16 1M 512 400 89.01 6335

+ Ours (KL — SE, 8 =4) WRN-70-16 IM 512 400 88.57 63.74

3} Substitute KL divergence with any distance metric D Gowal et al. (2021) WRN-70-16  100M 1024 2000 8874  66.10
Rscore(f) = Cpa () /mgx KL (pd y\aj H Do y\az )) - - s SRE W 8 S0 @ oo
B(@) } Ritadrey (0) =Ep () | foax D (Pa(yl)|[pa(ylz")) |5 cmman o wmee o we e o
. cB ( ) | (boo, € = 8/255) +Ours (KL - SE, B =4) WRN-28-10 1M 512 400 62.08  31.40
(1) Self-cons-stencv:pe*(y|x) = pa(y|T) - : Bk Tmma 3 UM ma me
R 9) D ( ‘ ‘ )) + Ours (KL — SE, 3 =4) WRN-70-16 1M 512 400 63.99 33.65
- ST — max r') H X
(2) Keep the paradigm of robust optimization SCORE( “p (@) 2/ € B(z) #d y b0 y Find more interesting conclusions in our paper!




